Examples of security controls and additional safeguards
These guidelines have been prepared by Norton Rose Fulbright Australia, in conjunction with
CyberHound Pty Ltd, as examples of practical measures that can be taken to enhance security and
reduce the risk of a data breach. You should also consider the need for requiring your service
providers that have access to personal information to take similar measures.
Security Controls
Written information
security program

A comprehensive information security program written in one or more
readily accessible parts that:
(1)
contains technical, physical, organisational, administrative and
procedural controls to ensure the security, confidentiality, integrity
and availability of information
(2)
protects against anticipated hazards or threats and unauthorised
access, use, alteration, loss, theft, or destruction of, or damage to,
information
(3)
controls and regularly monitors and assesses identified privacy
and information security risks
(4)
addresses access, retention, destruction, transfer and transport of
information
(5)
provides for disciplinary action in the event of its violation, and
(6)
for which a member of senior management is accountable.

Designated security
manager or officer

Designate an individual to manage and coordinate a security program
who is sufficiently trained, qualified and experienced to be able to fulfil
those functions and any other functions that might reasonably be
expected to be carried out by the individual as a security manager or
officer.

Access controls

(1)
(2)

Access controls -secure user
authentication

(1)
(2)
(3)
(4)
(5)
(6)

(7)
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Implement and maintain physical and logical access controls and
monitoring, secure user authentication protocols, secure access
control methods, and network protection.
Prevent terminated staff and staff whose role has changed such
that they no longer require access to carry out their role or
function from accessing personal information and information
systems by immediately terminating their physical and electronic
access to such information and systems.
Maintain secure control over user IDs, passwords and other
authentication identifiers.
Maintain a secure method for selecting and assigning passwords
and using authentication technologies such as biometrics or token
devices.
Restrict access to only active users/accounts.
Block user access after multiple unsuccessful attempts (no more
than 3-5) to login or otherwise gain access.
Assign unique user identifications plus passwords, which are not
vendor supplied default passwords.
Require staff to change passwords at regular intervals (at a
minimum every 90 days and for administrative or other privileged
access accounts at a minimum of every 30 days), and whenever
there is any indication of possible compromise, and to refrain from
re-using or cycling old passwords.
Require passwords be at least 8 characters long and be
comprised of unique/not easy to guess characters using
alphanumeric and special characters.
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Security Controls
Risk Assessment
and Mitigation

Periodic and regular information security risk assessment and monitoring
of information security program, security and systems, at least annually
and whenever there is a material change in business or technology
practices that may impact the security, confidentiality, integrity or
availability of information, including:
(1)
identifying and assessing reasonably foreseeable internal and
external threats and risks to the security, confidentiality, integrity
and availability of information
(2)
assessing the likelihood of, and potential damage that can be
caused by, identified threats and risks
(3)
regularly testing, monitoring and evaluating the sufficiency and
effectiveness of security and security breach response actions,
and documenting same
(4)
assessing adequacy of staff training concerning, and compliance
with, information security program
(5)
designing, implementing, adjusting and upgrading security in
order to limit identified threats and risks, and address material
changes in applicable law, including without limitation, privacy and
security laws, technology, business and sensitivity of information
(6)
assessing whether information security program is operating in a
manner reasonably calculated to prevent unauthorized access or
use of information, and
(6)
detecting, preventing and responding to attacks, intrusions and
other system failures. Risk assessments must be conducted by
independent third parties independent of those that develop or
maintain the information security program.

Personnel Training
and Education

Regular and periodic training of staff concerning:
(1)
security and data privacy, including without limitation applicable
privacy and security laws
(2)
implementing information security program
(3)
the importance of personal information security, and
(4)
the risk of financial crime.

Intrusion detection
and response
policies and
procedures

Maintain policies, standards and procedures for detecting, monitoring and
responding to actual or reasonably suspected intrusions and security
breaches, and encouraging reporting actual or reasonably suspected
security breaches, including:
training staff with access to information to recognise actual or
(1)
potential security breaches and to escalate and notify senior
management
(2)
mandatory post-incident review of events and actions taken
concerning security of information, and
(3)
policies and standards concerning reporting to regulators and law
enforcement agencies.

Off-Premises
Security Policies

Implement policies and standards concerning security for the storage,
access, transportation and destruction of records and media containing
information outside of business premises.

Vendor Management
and Oversight

(1)

(2)

APAC-#66122306-v1

Take reasonable steps and conduct due diligence to select and
retain third party service providers and subcontractors that are
capable of maintaining security and complying with applicable
law, including without limitation, privacy and security laws.
Contractually require those service providers and subcontractors
to maintain such security.
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Security Controls

Physical Security

(3)

Regularly assess and monitor third party service providers and
subcontractors to confirm their compliance with your security
program and applicable law including, without limitation privacy
and security law.

(1)

Implement and maintain reasonable restrictions on physical
access to information.
Implement and maintain physical protection against damage from
fire, flood, earthquake, explosion, civil unrest, and other forms of
natural or man-made disaster.

(2)

Minimum necessary
access and use

(1)
(2)
(3)
(4)

Identify those staff or classes of such staff who must access and
use the information, systems or premises to fulfil their obligations
and grant access only to those staff.
Monitor such access and use by staff.
Limit staff access to and use of information and systems to only
such access and use necessary for each such staff person to
perform their required role.
Maintain a list of those staff, the access given to each such staff,
and the purpose for such access.

Encryption of
information

Implement and maintain strong encryption of information:
(1)
stored on laptops, mobile devices, or other portable devices or
media
(2)
while transmitted across any public network (such as the Internet)
or wirelessly
(3)
while in transit outside of your information systems
stored on a data storage device outside of your physical controls,
(4)
and
(5)
stored on a system.

Network Access
Controls

Implement and maintain network access controls, including but not limited
to up-to-date firewalls between the internet (including internal networks
connected to the internet) and other public networks and internal
networks, which network access controls are reasonably designed to
maintain the security of information and information system.

Malicious Code
Software

(1)

(2)
(3)

Implement and maintain software (Malicious Code Software)
that detects, prevents, removes and remedies software or
computer code designed to perform an unauthorised function on,
or permit unauthorised access to, systems, including without
limitation, computer viruses, trojan horses, worms, spyware, and
time or logic bombs
Run Malicious Code Software on at least a daily basis, and
Update Malicious Code Software on at least a daily basis,
including without limitation, obtaining and implementing the most
currently available virus signatures.

Change Controls

Prior to implementing changes, assess the potential impact of such
changes on security, and determine whether such changes are consistent
with existing security. No changes should be made which increase the
risk of a security breach.

Personnel
Background Checks

To the extent permitted by law, conduct reasonable background checks of
any staff that will have access to information and repeat those checks at
appropriate and adequate intervals, including without limitation criminal
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Security Controls
record checks.
Segregation of
Duties and Dual
Controls
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Duties and areas of responsibility of staff must be segregated to reduce
opportunities for unauthorised or unintentional modification or misuse of
information. Dual controls must be implemented in situations where the
risk of empowerment would permit staff, acting without collusion, to
accidentally or intentionally bypass the security control structure (e.g.,
lock all UIDs or perform a mass change of all passwords).
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