Data breach emergency checklist
This checklist has been prepared by Norton Rose Fulbright Australia, in conjunction with
CyberHound Pty Ltd, as a guide to assist schools bound by the Privacy Act to do everything they
should when a data breach occurs.
First 24 hours from breach

□

Record the date and the time that the breach was detected.
Note who identified the breach and how they discovered it.

□

Alert and activate your response team.
Make sure that external advisors are notified and engaged if needed.
Secure the systems and premises and stop any additional data loss.
Be careful to preserve evidence as this will be needed to identify affected individuals.
Restrict information until there is a communication plan in place.
Provide information regarding the breach on a need-to-know basis only.

□
□

24 – 48 hours from breach
Determine what data was accessed and how much data was accessed.
Consider whether that data was encrypted or otherwise protected.
Determine the individuals affected by the data breach.
Consider also individuals who may be indirectly affected, for example, partners or
family members may be affected if an address was accessed that identified the
number of people located at that residence and a surname at that residence.
Consider if information held on behalf of another entity was accessed as this might
create exposure in respect of confidential information.
Once the extent of the data disclosed is known, determine whether the data is likely to
be misused and whether there are circumstances “likely to result in serious harm” to
affected individuals.

Consider whether notification to insurance provider is required.
Determine whether there is any need for a global or local password / credential
change. Depending on the nature of the data breach it may be necessary to require
all users to change their passwords.
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□

Review cyber insurance coverage.
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First week after breach
Determine what steps should be taken to ensure that the breach will not reoccur.
A third party IT advisor may be needed for this step.
Recover and recreate any lost data from back-ups, to the extent possible.
This step may need to occur earlier depending on business needs.

□
□

Second week after breach
Consider notifying affected individuals (and parents/guardians), the Privacy
Commissioner, law enforcement agencies and other relevant regulators, preferably
after seeking legal advice.

□

Whether you need to notify law enforcement agencies will depend on a number of
factors including the severity of the incident.
Engage a public relations adviser.
Depending on the extent of the breach you may wish to engage an adviser to help
limit the reputational loss arising from the breach.
Establish a call centre/support desk.
It is likely that individuals who believe they have been affected will call to obtain
further information.

□
□

You may also want to create scripts for all customer service representatives (not just
those operating the call centre).
Consider offering affected students/families compensation such as free credit
monitoring services or similar identity protection. Check on terms and pricing from
credit monitoring providers before doing so.

□

Third week after breach
Prepare an Incident Summary Report.
It is important that steps taken and knowledge learned during a data breach are
recorded. Issues arising from a data breach can take some time to arise.
Update your data breach response plan with any lessons learned.
Consider having a debrief meeting with all stakeholders to assess action to be taken
to improve any future response.
Implement any revised security measures and communicate lessons learned to all
key stakeholders e.g. employees and vendors.
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