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IKEVZ2 Remote Access VPN

IKEv2 Remote Access may be used to access resources on a local network remotely.

Server authentication occurs via a X.509 certificate and user authentication via username
and password using a configured RADIUS server.

Server Certificate Requirements

A suitable X.509 server certificate must be provided. This may be the same as the one
used for the web interface of the CyberHound Appliance. The server certificate will require
the following fields:

o Extended Key Usage (EKU):
o serverAuth, aka "TLS Web server authentication", OID: 1.3.6.1.5.5.7.3.1
o For maximum interoperability set: ikelntermediate, aka "IP Security IKE
Intermediate", OID: 1.3.6.1.5.5.8.2.2
e Subject:
o Setthe common name to the server name, e.g. CN = gateway.mydomain.com
e Subject Alternative Name extension:
o Set the subject alternative name (subjectAltName) to the server name. This will
be the name required in the client-side configuration when specifying the

remote server.

Note:
e Wild card certificates do not work. The server name needs to be unambiguous and
must be specified in the Subject Alternative Name in the certificate.
e The certificate that was used to issue the server certificate will need to be trusted
by the clients wanting to connect to the VPN.
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Split Tunneling

During the connection handshake, the IKEv2 Remote Access service negotiates with the
client to select what traffic will be sent over the VPN connection. This can be configured
on the server end using the "Advertised Networks" field.

The most common configurations will either be for everything (i.e. connections to both
LAN and internet) to be sent over the VPN connection, or just traffic to IP addresses on the
LAN side of the CyberHound Appliance.

This latter configuration is sometimes called "split tunneling" because the client's traffic is
split, only traffic to the LAN will go over the VPN, other connections will go directly via
their normal internet connection.

CyberHound Appliance Configuration

Go to Configuration > Remote Access (IKEV2).
e Check the Enabled? check box.
e Follow the Edit... link in the Server Certificate field:
o Upload a suitable certificate (see above) if required.
o Select the certificate in the Certificate to use for IKEv2 remote access
server field.
o If required, select any intermediate certificates used to sign the server
certificate.

e |KEV2 Remote Access requires a RADIUS authentication plugin.
Neither local user accounts nor accounts connected via an Active Directory plugin
are supported for IKEv2 Remote Access.
If this is not set up yet, follow the Edit... link in the Authentication Plugin field.
Typically, the RADIUS plugin should connect to NPS running on a Windows Server.
On the CyberHound Appliance, the RADIUS plugin should be configured with the
IP address of the NPS server and the shared secret. If an Active Directory plugin is
used as well, the RADIUS plugin should be placed below the Active Directory
plugin in the plugins list.

e Enter a private subnet range (which must not be used by any of your LAN
networks) for the VPN. To ensure the subnet is large enough for your number of
clients, consult the following table:
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Prefix length Max number of clients

24 254
/23 510
/22 1022
/21 2046
/20 4094

e Enter the DNS servers that clients will use. This should typically be one of the LAN
IP addresses of the CyberHound Appliance.

e Configure what networks will be advertised to the client.
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RADIUS Authentication Plugin

The CyberHound Appliance RADIUS plugin provides authentication services against an
external RADIUS server.

This is needed primarily for VPN logins. The RADIUS plugin may be used alongside other
plugins to provide VPN support; to do this please ensure the RADIUS plugin is below the
other plugin in the list.

Settings

Specifies if the plugin should be active. This setting is
Enabled useful for temporarily disabling a plugin without

deleting it and losing configuration settings.

Description for the plugin instance. This is optional

but useful when reviewing configuration later. The

Comment o } )
description is shown in the CyberHound Appliance
authentication logs to assist when troubleshooting.

RADIUS authentication External RADIUS server to make authentication

host requests to.

Password to use when communicating with RADIUS

server. The password for the above username. This

Shared secret ) )
must be updated if the account password is

changed on the RADIUS server.
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CyberHound Appliance group to use for RADIUS
Fallback group

users if a group cannot be determined.

o i Seconds to wait before giving up on a RADIUS
Communication timeout

request.
Maximum number of Number of times to retry a RADIUS request if errors
retries occur.
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Setting up a RADIUS Server on a Windows 2009 Server

This section outlines a sample configuration of a Microsoft Windows B Server to act as a
RADIUS server for the CyberHound Appliance. You will need to login to the Windows
server as an Administrator.

Installing NPS

The RADIUS server in Windows 2008 Server is provided as part of the Network Policy
Service (NPS). To install NPS, follow these steps:

e Open the Control Panel
e Click Turn Windows features on or off
e Click Add Roles:

Server Manager

Add Roles Wizard E3

[_[O]x]

Select one or more roles ko install on this server, sslerdlteatues

Roles: Description:

Mebwork Policy and Access Services

Rale Services
Confirmation
Progress

Results

l: Active Directory Certificate Services
Active Direckory Domain Services (Installad)
l: Active Directory Federation Services
[] Active Directory Lightweight Directary Services
l: Active Directory Rights Management Services
Application Server (Installed)
l: DHCP Server
DMS Server (Installed)
l: Fax Server
File Services {Installed)
l: Hyper-¥
[V] Metwork Policy and Access Services
l: Print and Document Services
l: Remote Deskkop Services
Wweb Server (I15) (Installed)
[] windows Deployment Services
[ windows Server Update Services

More shout server roles

Mebwork Policy and Access Services
provides Metwork Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Prokocal
(HCAP), which help safeguard the:
health and security of vour netwark.,

mary Help

3

p

ding user logon processes,

e Directory Domain

< Previous I Mext = Inistall I Cancel |

f‘ﬁ; Add Role Services

| er— T— 1 F& Remove Role Services LI
%4 Last Refresh: Today at 4:37 PM Configure refresh

+) Role Services: 1 instaled

e Choose Network Policy and Access Service

e Select Network Policy Server
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Configuring Network Policies

e Open Network Policy Server by going to Start > Administrative Tools > Network
Policy Server.

Add Roles Wizard E3
Select Role Services
Before You Begin Select the role services ko install for Metwork Policy and Access Services:
Server Roles Role services: Description:
Metwork Policy and Access Services [¥] Metwark Palicy Server Hebvaork Policy Server (NPS) Sllovs
- . wou ko create and enforce
= [] Routing and Remate .ﬂ.u:c.ess Services organization-wide netwark access
R [ remate Access Service palicies For client health, conmection
[[] Routing reguest authentication, and
Frogress [] Health Registration Autharity u:-:-n':ue-:tion reguest Tuthd-:-rizlatiu:-n.
’ - With NP5, wou can also deploy
Reslks [] Hosk Credential Authorization Protocal Nebwark Access Probection (NAR), &
client health policy creation,
enforcement, and remediation
technology,
More about role services
< Prewious | Tk = I Inistall Cancel
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0 Po

File  Action Miew Help
€= |2m -
@ NFS (Local) MNetwork Polici
[= [ RADIUS Clients and Servers
5 RADIUS Clients
5 Remote RADIUS Server G
=l =] Policies
| Connection Request Polici Palicy Name
% Heslth Pol _g) Connections to Microsoft Routing and Remote Access server

ealth Policies 3
" & Connections to obher access servers

W, Network Access Pratection

B Accounting
Conditions - I the following conditions are met

* Mebwork policies allow you to designate who is authorized to connect ta the netwark and the circumstances
under which they can or cannat connect,

| Statug | Proceszing Drdell Accesz Type | 5. |
Enabled 993338 DeryAccese U
Enabled 999939 Dery Sccese UL

* Templates Management

| v

Condition | Walue \

Settings - Then the following settings are applied:

Setling | Walue

e Select NPS > Policies > Network PoliciesGo to Action -> New

MNew Network Policy

Specify Network Policy Name and Connection Type

]
,‘ﬁ You can specify & name For wour network policy and the type of connections ko which the palicy is applisd,

Policy name:
INetbo:-c

i~ Metwork connection method
Select the type of network access server that sends the connection request to MPS. You can select either the network. access server
tupe or Wendor specific, but neither is required. If your network. access server is an 802 1% authenticating switch or wireless access point,

zelect Unspecified.

% Type of network access server

© Vendar specific:

[

Frevious I Mext I Firirzhy Cancel
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e Give the policy a name, then click next.
e Add a"User groups" condition, and specify the groups that you wish to have
access

New Network Policy LS (Y =] 3

Specify Conditions
]
;‘d’ Specify the conditions that determine whether this network policy is evaluated for a connection request, & minimum

of ane condition is required.

Select condition x|
Select a condition, and the Eela el 15 |
Groups Select Group HE =

s, ‘Windows Group b i .
i 5 o
s The ‘Windows Gre Select thiz abject type:

groups. IGroup Object Types... |

Machine Groux  From this lacation:

4
159 The Machine Gro [erch20Tlocal Locators.._ |
§

Uszer Groups
; fiemey  Enter the object name to select [examples):
HCAP Domain Users Check Mames |

! Location Group:

2

I>I

53 The HCAP Local s
required to match
metwork, access 3 Advanced... | oK I Cancel |
7 -
[i[4 | Cancel |

bdd. | Cancel |

| Add... | Edi.. I Femove I L&
_>I_I
Previous | = | Eitiizh | Cancel |
New Network Policy

Specify Conditions
]
A Specify the conditions that determine whether this network policy is evaluated for a connection request, & minimumm

of one condition is required.

Conditions:
| Condition | Walue
% Uzer Graups EXCH201 05D amain Ul zers

Condition description:
The User Groups condition specifies that the connecting uzer must belong to one of the selected groups.

Add.. Edi. | Remove |
Previous | Mext | Firizh I Cancel |
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e Choose the permission "Access granted"

New Metwork Policy E

]
Configure whether wou want to grant network access or deny network access if the connection request matches this
— policy.

l Specify Access Permission

& Access granted

Grant access if client connection attempts match the conditions of this policy.

7 Access denied

Deny access if client connection attempts match the conditions of this policy.

™ Access is determined by User Dial-in properties [which overide NPS policy)

Grant or deny access according o uger diakin properties if client connection attempts match the conditions of this policy.

Previous | Nq:g I Eirish | Cancel |

e Ensure "Unencrypted authentication (PAP, SPAP)" is enabled.
New Network Policy =
I Configure Authentication Methods

-l Configure one or more authentication methods required for the connection request to match this policy. For EAP
- authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

EAP types are negotisted between NPS and the client in the order in which they are listed.

EAP Types:

Microsoft: Secured password (EAP-MSCHAP v2) Move L
Microsoft; Protected EAP (PEAP)

Less secure authentication methods:
Microsoft Encrypted Authentication version 2 (MS-CHAP+2)
User can change password after it has expired
Microsoft Encrypted Authentication (MS-CHAFP)
User can change password after it has expired
Encrypted authentication {CHAF)
["] Unencrypted authentication (PAP, SPAF)
[ Allow clients to connect without negotiating an authentication method.

[] Perform machine health check only
|
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e Configure constraints if required:

New Metwork Policy E3 |

| Constraints are additional pararmeters of the network policy that are required ko match the connection request, I a
= % onstraint is not matched by the connection request, NPS automatically rejects the request, Constraints are
optional; if wou do nok want to configure constrainks, click Mext,

. Configure Constraints
]

Configure the constraints for this network policy.
If all congtraints are not matched by the connection request, network accezs iz denied.

Constraints:
Constraints . . L . .
_ Specify the maximum time in minutes that the server can remain idle before the connection
l z Idle Timeout iz dizconnected
'j-g'g Session Timeout [7 Disconnect after the masimum idle time

1= Called Station 1D

[ray and time
restrictions

l MAS Paort Type

; Previous | M et I Firmzh Cancel
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Configuring RADIUS Clients

You will need to configure the RADIUS server to allow access from the CyberHound

Appliance.

e GCo to RADIUS Clients and Servers > RADIUS Clients and click Action > New.
e Enter a name (e.g." CyberHound Appliance"), the IP address of the CyberHound
Appliance and a shared secret:

New RADIUS Client |

Settings |.-'3u:|'-.fann::ed|
¥ Enable thiz BADIUS client
[T Select am existing template:

—Mame and &Addrezs

Friendly narne:
INetI:uD:-:

Addresz [IF ar DHS]:

[10.310.210 Werify... |

— Shared Secret
Select an exigting Shared Secrets termplate:

INl:une j

To manually type a shared secret, click Manual. To automatically generate a shared
zecret, click Generate. *'ou must configure the BADIUS clent with the same shared
zeciet entered here. Shared secrets are caze-sensitive.

f* hanual i~ Generate

Shared zecret;

Confirm shared zecret:

k. Cancel
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Restarting the NPS Service

To ensure the changes take effect it is sometimes necessary to restart the NPS service. To
do this, select NPS(local):

b Network Policy Server

File  Action Wiew Help

&= |=H>

“A1Ps (Local)

S RAD
=] Palic Getting Started
5 Metwiork Sccess Protection

l'|j Accounting Metworl: Policy Server [MPS] allows pou to create and enforce organization-wide network, access policies for
client health. connection request authentication, and cornection request authorization,
* Templates Management

Standard Configuration -

Select a configuration scenario fram the list and then click the link below to open the scenario wizard.

Metwark, Access Protection [MAF] j

Metwork Access Protection (NAP)

WWhen you configure NPS az a MAP health policy server, you create health policies that allow MPS to validate the
configuration of MAP-capable client computers before they connect to wour networl. Clients that are not compliant
with health policy cat be placed on a restricted network, and automatically updated ta bring then into compliance.

B3 Configure NAP B Leam more
Advanced Configuration -
Templates Configuration -

e Click on Action > Stop
e Click on Action > Start

And that is it! If you have experienced any difficulties or require some assistance with the

configuration please contact us at support@cyberhound.com on 07 3020 3330 or log a
Support Ticket here.
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