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CyberHound Research Paper

Challenges And Opportunities In Schools From
The Digital Evolution

Introduction

This research paper is designed to provide school leaders with an overview of the
challenges and opportunities being faced by other schools across Australia and the
priorities this has highlighted. Three key focus areas are explored in this paper that
have particular relevance for school leaders.

Research Methodology

Data was gathered from over 100 school leaders and educational technology experts
over the course of 12 months. Participants were surveyed using CyberHound’s Digital
Risk Assessment tool, which closely examined schools’ level of risk in their online and
digital environments. The survey involved interviews with representatives from IT,
Business Management, eLearning, Principals and Deputy Principals in schools of all
sizes and type. Interviews focused on a number of potential risk factors and the three
key findings are presented in detail in this paper. This data was then anonymised
and examined for overall trends that could help guide other schools. Comparisons of
digital risk were generated in state-based formats and for school sectors.

Executive Summary

CyberHound’s senior research team members analysed data provided by over 100
school leaders to examine potential risks in the ongoing digital enablement in
and outside classrooms across Australia. Our extensive research found a number
of trends evident which are explored within this research paper with independent
research used to drill further into the key findings. We found that the highest
priority for school leaders is the wellbeing of their students. Wellbeing within the
school environment was echoed in the home with cybersafety being seen as a key
consideration for families when selecting schools. While cybersafety and security are
key pressure points for leaders, we also found that schools may be challenged with
having the Internet capacity to deliver on ever increasing teaching opportunities
and needs. The final summary outcome we explore in this research paper is the
challenge facing teachers in the classroom and how some schools are evolving tools
and training needed by teachers.
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CYBERSAFETY
FOCUS

How important is
cybersafety and digital
citizenship enablement
in attracting families to

the school?

87%

Eighty-seven percent of
respondents said this
was of high importance.

CLASSROOM INTERNET
CHALLENGES CAPACITY

P g

Are teachers keen to Do you have full

get access to more visibility of how
online teaching Internet capacity is

resources? being used in the

school?
84 Yo 31 %
Only sixteen percent of

respondents said that .
: Under a third of
they were not keen for
more online resources respondents were
: confident that they had

full visibility of school
Internet capacity use.
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Research Finding 1

Student Wellbeing And Cybersafety Is A High Priority In Schools

In our discussions with schools it was clear that cybersafety is of growing importance. In follow up conversations schools expressed the need to improve the actions they are taking to
tighten up the monitoring of behavioural indicators and the desire to help students and staff when required.

In the last few months cybersafety has become even higher profile due to initiatives by the Australian Government (for example the eSafety Commissioner) and other organisations that
have developed resources to assist those in need. Further prominence has been attached to the subject after several high profile self-harm cases in schools linked to cyberbullying and
other issues. Leading organisations such as the Alannah and Madeline Foundation and the eSafety Commissioner’s Office have been working with schools for years and provide programs
and training resources to assist them improve their student wellbeing initiatives.

In our experiences in working with schools we are seeing cybersafety becoming a cornerstone requirement for school boards and councils to review. Thought leading schools are embracing
a full suite of policy, training and education for students and staff coupled closely with behavioural monitoring tools to assist in providing early indicators of risk that can be addressed
before escalating.

Do you have an Internet Acceptable Use
Policy in place?

Is there a formal process for dealing with
cyberbullying?

Does a strong cybersafety policy help in
attracting families to the school?

Is there a policy that explicitly deals with
social media and chat?

Is there a school leader responsible for
cybersafety?

Do you provide regular training for
students on cybersafety?

Is the policy reviewed and updated each
year?

Do you have reliable methods to prevent
access to social media and message apps?

Is there regular training for school leaders
on cybersafety?

Is your school able to identify students at
risk, e.g. cyberbullying, self-harm.

Do you provide real-time feedback to help
students improve online behaviour?

Do you have any protection in place for
school staff against cyberbullying?

Do you have a method to view
cyberbullying messages?

Are there any methods to identify online
predatory approaches to students?
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Research Finding 2

Flexible In-Class Content Control And
Autonomy Is A Must For Modern Teachers
Teachers are facing increased demands in their classrooms. To enable

successful learning outcomes, teachers require autonomous access to deliver
content - both planned and reactive.

Enabling teaching and learning improvements through access to online tools
and content is key and will also improve the wellbeing of teachers through
reduced stress.

Can teachers limit access to specific
websites, i.e. during exams?

JEN

155 8 R K 4

Are teachers easily able to block
access to the Internet for their class?

Do you allow YouTube access as a
teaching resource?

Are teachers keen to get access to
more online teaching resources?

Is there risk of a teacher accidentally
accessing inappropriate content?

Do teachers ever get frustrated by
the Internet performance in class?

=
&

Do teachers have full visibility of
students online activity in class?

Can teachers easily and reliably
access online content in class?

Can students safely and securely
connect a BYO device without IT help?

Can teachers prepare lesson plans,
ensuring content will be accessible?

<3

Can teachers easily access teaching
resources that may be filtered?

In these conversations and other consultative work we perform with
schools across Australia, we are seeing greater pressure on teachers to
use more digital tools and resources but at the same time they are facing
challenges and becoming frustrated by the amount of technology they
now have to use. The other issue from a day to day teaching perspective
is the frustration about gaining access to online content they need,
Internet performance in class and having control and visibility over what
students are doing on their devices in their class.




Research Finding 3

Internet Capacity And Reliability Seen As Key,
But Have Schools Planned Sufficiently For Future Upgrades?
CyberHound’s research found that the average Internet capacity provided by schools to each student is currently 0.24Mbps.

7 (79 If you have guest Wi-Fi, is this monitored for inappropriate activity or excess use?

Do you have the capability and regularly monitor and control
access to the Internet via VPN’s and other masking technologies?

15«

I

i (178 Do you allow access to unknown communication apps?

K. I8 Have exams ever been delayed due to Internet performance or reliability?

v 11 Do you have a monthly limit on your Internet service?

K3 K7 Do you have full visibility of how Internet capacity is being used in your school?

If you have a backup link, is this set up to automatically failover?

x$: /88 Do you have any caching services in place to improve Internet performance?

.§.378 Do you have a backup Internet link?

1247, Do you have a guest Wi-Fi network?

61 Is your school planning to increase Internet
& bandwidth over the next three years?

Do you allow BYO Devices to

access the school Internet?

73 %
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TREND
ANALYSIS

CyberHound’s research team identified three key findings from its analysis
with over 100 schools. These include cybersafety, class autonomy and
Internet capacity.

These key findings have been broken down into trend analysis’ by State and
School Sector and also includes independent research.

Although we have used a vast section of statistics nationally, we were unable
to include Australian Capital Territory or Northern Territory in our research
findings. We did not have enough data for these, but feel that the following
content and findings will still be relevant and interesting to them.




Cybersafety Research The economic cost of bullying

Much research is being published about the growing risks from online activity for children. This research supports our finding that cybersafety is a growing priority in schools across sectors
and states in Australia.

Prevalence of self-harm and suicidal behaviour among 14-15 year olds, by gender Bullying costs around $2.3 billion

24080/0

Thoughts of self-harm

15.3%

1in 4 students are bullied at school

Acts of self-harm

5090/0 12000/0

Thoughts of suicide “Our research also tells us that young people are o Q

much less likely to use formal channels to seek f
support. Only 50 per cent of young people turn to [

218,000 bullying victims
become bullies

family members for assistance, around 13 per cent

will involve their school and only 12 per cent report Those who bully are 3.5x more

likely to instigate family violence

Plans for suicide

to a social media website. Fewer still, two per cent,

report to the police.” u

Source - https://aifs.gov.au/projects/growing-australia-longitudinal-study-australian-children Source - https://www.ncab.org.au/research/the-cost-of-bullying/

Attempted suicide
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New South Western
Australia

Tasmania Victoria

Queensland

South Wales Australia

STATE
STATE

Is cybersafety and digital citizenship
enablement important in attracting
families to the school?

Do you have a policy in place that
explicitly deals with social media
and messaging applications?

Do have a method of picking up self-harm
or predatory approaches from Internet
based activity or communication?

Do you have a school leader responsible
for the management of cybersafety?

Do you provide regular cybersafety
training for students?

Do you have reliable methods to prevent
access to social media and other
messaging applications?

Is there regular training for school leaders
on cybersafety?

2= _RHoOUND

929
13%
0%
409
T2%
13%
64

80
80%
0%
409

1002

80
40

100+

15%
8%
15%
58%
59
58%
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CyberHound’s research findings show that Private Schools are twice as likely to pick up at-risk
online behaviour, such as self-harm or predatory behaviour, than Government Schools.

GOVERNMENT

27 %

SAID YES

1509

SAID YES

PRIVATE

602

SAID YES

29%

SAID YES

GOVERNMENT
PRIVATE

Do school leaders attend conferences and off-site
Personal Development on cybersafety?

Is there any method of picking up issues such as
self-harm or predatory approaches from Internet
based activity or communication?



Only 35% of Class Autonomy Research Do teachers ever get Do teachers have full Are teachers easily able  Can students connectaBYO Can teachgrs easily access Do teachers want Do you allow YouTube
secondary and 28% frustrated by the Internet  visibility of students’ to block access to the Device to school Internet safe teaching resourcesin  to use more digital as a teaching
: Educators across all segments feel that there is more drive than performance in class? online activity? Internet for their class? without IT assistance? class that may be blocked? content in class? resource?
of primary teachers :
ever before to make greater use of technology in the classroom. 3
have the support So why is it that only 35% of secondary teachers claim they ‘have =
theyneed. the support they need’ and only 28% of primary educators feel 2 =
this way? It seems that there is a disconnect between what the g e 640/0 90/0 90/0 45 O/O 90/0 40/0 1 O/O
Source: Pearson - educators want and the support and infrastructures being provided s
The Future of by schools. a
Education - Given that educators across all sectors feel there is more drive than ©
o ever before to make greater use of technology in the classroom, then = =
How Dlgltal are itis clear that it is not a situation where there is resistance to the digital 5 g 7 3 O/ 2 3 0 5 O/ 45 O/ 3 6 O/ 9 1 O/ 9 1 O/
Australian Schools? revolution. Rather, it seems that it is more a question of schools putting 8 g 0 /O 0 0 0 0 0
into place clear guidelines and policies on digital resource provision, delivery <
and maintenance, which is then implemented across the board at all levels.
c.8
| ——
[T
ig 80 40 0% 40 0% 80% 40%
o =
=
©
=
GOVERNMENT PRIVATE ]
0
15% 42 17% 5% 17% 83x 83%
=
o
Do teachers ever get frustrated by the 0 / 0O /
Internet performance in class? 0 0 ©
SAID YES SAID YES =
2 : 33c 50 330 67 33 509 83
Do teachers want to use more digital 8 O/ 6 9 0 g /O /O /O /O /O /O /O
. ” S
content in class? 0 /O S
SAID YES SAID YES
<
L3 o L3 L3 L3 o .=
Educators ha.ve a slirong interest in professional developrpent using digital % 8 3 0 /O 2 1 O/O 2 1 0 /O 3 8 0/0 7 0 /O 6 6 0 /O 9 o 0 /O
learning to increase student engagement and achievement. S
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Internet Capacity

Schools with a monthly data limit on
their Internet service:

VIC - 10%
QLD &TAS-17%

B NSW - 18%

WA - 60%

Schools with a backup
Internet link:

NSW - 27%

TAS: 33%

QLD - 50%

SA-55% vIC-52%

Schools that have a backup link that is set
up to automatically failover:

WA - 20%

VIC - 31%

TAS - 33%
SA-36%

NSW - 45%
QLD - 50%

Schools with caching services in place to
improve Internet performance:

TAS - 28%

SA - 29%

NSW - 36%

QLD - 44%
WA 7 VIC - 47%

Schools with full visibility of how Internet
capacity is being used in the school:

SA - 18%

NSW - 27%

VIC-31%

TAS & QLD - 37%

School planning to increase Internet
bandwidth over the next 3 years:

NSW - 36%
QLD - 75%
SA - 68%

TAS - 67%
VIC 59%
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Internet speeds (per student)

PRIVATE
GOVERNMENT 320Kpbs
120Kpbs

Do you have a guest Wi-Fi?

PRIVATE
GOVERNMENT

6‘30/0

Do you have a monthly data
limit on your Internet service?

ls%

i

GOVERNMENT PRIVATE

If you have a backup link is this set
up to automatically failover?

GOVERNMENT PRIVATE

o2

Is your school planning to add a backup
Internet link in the next 12 months?

GOVERNMENT PRIVATE )

549,

17
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Summary

CyberHound’s research team identified three key findings from its analysis with over 100
schools.

Leading schools are continually implementing improvements in all areas of cybersafety.
Many are now looking at how to enable teachers in classroom to utilise new digital
learning tools and reduce the frustration of teachers. This will also lead to improved
learning outcomes and more efficient and predictable delivery of the curriculum.

Both the cybersafety and classroom autonomy evolution findings are consistent with the
independent research that our research team reviewed.

The surprising finding was the planning for Internet capacity increases. Independent
research from the US and elsewhere indicates that Australian schools are already behind
in this core infrastructure. As the Internet is becoming more and more the platform for
learning, assessment, cloud services and student research, it is worrying that schools in
Australia are falling behind their international counterparts.

In New Zealand, a government funded program that has been in operation for several
years (delivered by N4L) is providing average Internet services of 290Kbps Internet
capacity per student. As this has been in operation for over three years it is expected this
may increase soon. This is already 21% more than the average found in our research in
Australia.

The FCC research from the US indicates capacities of 100Kbps to 1,000Kbps per student
are required to optimise learning and teaching opportunities in schools.

Our team believes schools should prepare for future increases in Internet capacity
beyond what may currently be planned. Schools should continue to evolve cybersafety
programs in the school and give teachers greater autonomy and control over online tools
and activity in their classrooms to drive real learning benefits as well as reducing pressure
on educators.
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Get in touch on 07 3020 3330,
info@cyberhound.com or cyberhound.com

Research prepared by Harine Siribaddana
and Oliver Fison - Senior Research Analysts
at CyberHound.
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